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(54) its mm afll 0J1 giamo^ ^s 

s axis oiEifflioi^ ^soii as- a^/j, ^si axis ejEisjioi^s mm ££^(source)a 

£JH(sink) 7|7|7|- £3£|01 S^CHi X|*^ Sll $\m H££B£| jjgg 71x1X1 

MS ^AiW A|£8fe S¥0|| MS ^Xil »X|g ¥|& P X\M 2J EH mi 01^ gfBOII a& 3J0IQ-. 

S as Oil S|8he MS ^X1l^¥Ej Sll SJS^OI P XI B °] P Eil 0! 71 

J 12} £JH 7|7| AhO! CHI AH 3^011 £JH 7|7|7|- MS ^Xl ^^SMOil TtEi ^§ A|Zi0|LH 

chi ^sass^s *<ymxi s[°s s@!*si 2^ §e, 7pioiiah &«a ^pissi assise?, 

EEfe gfS £3 eg AISBHSMI. MS ^731 A|£g ¥^1FA|^ ^ iU^ MPI- SIP-. 



£4 



£ 1S IEEE 139421 n^ §i ^(protocol stack)^ EAIS 20ICL 

£ 2fe e£H2| 71*011 £ie MS ^XIIS gJXISPI PXIfd ^£H^Q|£ HSSj£ HSS»2| 

7|& qP^M £A|& aoicK 

£ 3^ s ttaoi ^g^i a *jai oiioii sie ieee 1394 ui^hi ^^oip. 

£ 4^ s arssi xim^ai 011 chi 21^ ms ^xii gjxi» pxis eiEiHioi^ ggapi 
=p-^m E.A\m ^01 p. 

£ 51= * ^§21 X1!2^A| 011011 2|S MS &X\M ?\m PXIB eiEUBIOI^ ^1 ^SSPI fl» 

hssbsi =?^m eai& soip. 

£ 6^ £ aasi XII 3^ A| Oil CHI 2|» MS ^fll &XI* ^Ei" P XI g °!P 51101^ gSSPI ?|B 

H^ll^ EAIff 51 01 P. 



m&oi ^mt; urn & n mow sawa 

S SSS PXIl eiEHItilOl^: ^S0|| &m S^^AI, PXiH eiE|iai0|^:« §§H ^^^(source)£h 

^ ! B(sink) 7PPI- ^^£|CH 3^011 Xi^^l Sli ^lEl S^^ei l§i TlxIXI 

MS MXilM Ai£6fe 3^ Oil MS ^Xll ^XIS PXIB eiEiffllOl ^ ^SOll 5^ Si: 2 0ICK 

ileMOl PXI1 TV, P XI ^ VCR, P XII 3!S^(SETUP BOX) S P XI ^ 7I7IM0I £!H 

ffl, ois pxia 7pisoi ah^ eiEHfflioir^si-oi s^ar ^ uiM«ie! ieee 13947^ ^ss mn ^ 

^AiiOIQK 

£ 1^ IEEE 139421 ^^(protocol stack)M £ Al & ^o^AH , 1394 S£l 7|^e xH§^ ^ 
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D\mo\ 5±^:Q 91^ ^y^o] H^^M mm?\m21 Mai 3le(phisycal layer MOO), 13 

3HS(link layer : 1 10) , M£H^ SIS (transact ion layer : 120) ^ S&¥l§eJ AIBIH tH^ 
QHU X|°jM(Serial Bus Management :130)S 01 ^CH SICK SEJ 31 #(100)^ ££iM ^3 ^ie(HO)^^^ 
El U|egg aBSLQ. MZ\m tH^2| A^5!l SI^S <=j OIM OJ396H1 *PI^ <^m^ £^oh04 2.1 
¥ di^^o^ Ej|0|E|« S*eP. 4*£IA|0Hte 01 £f BKJSI Hf§§ JiBO. *MB. J|g(110)£ Wll&m 

s gioiEis a¥d, hh^^j ^ §4 ^§h, oil sh s§, Mo\m aai J\^m imot. SJ&r^ - 

EH3US(100)H|- H3 3||§(110)S S 3!(chipset )££ ?aacf. M£H^£ 3IS(120)^ CilOjEH i-Pi/^31/ 
§r^(lock)Jlr H£H^£M HISmCH S^ISOilAH BlSSfe AHdl^g OlSohOj 1394 tH^&OII ^21 P 

S PdrO|:MSEi=r ^H)£[ dlS^I 1^1 4>S»a. AISJS tH^ OHU Xl°d M ( 130) 
a HI ^3I0|£ (configuration) »(R0M)OIU CSR(Control and Status Register) &S Wa^hXI »S 

=?^m lhsshm, nf^-i aej, tH^a-oii sssi^r Ai^gj aaisi ss^s/^ieih ^ §1 ye s#fl« 

SI ^£| B9»Q. MSS^ 31 §(120) ^ AldlS bH^ OHUXIHM 3iS(130)e i:^?!01^ ^ 

^gcHxim, 2| auwi^ai ofoib^^^a-iiahoii mssoi ?aaa. 

0121- as IEEE 1394 P XI § £1 P IfllOl H6H J\J\9} £13 J\D\D\ £S2IOi °[fer S?0il 0IS 

ZiCHl HB3te ^£U^(contents)^ XI 2* a a§i S^Sfe 51 el 3¥0ife J\J\2} £13 3PI A r 

oi mi >ia/d aae asanas sasm 01 amxHys eeHAH &m*n asg^i a 

P. 

EE 2i=r SEHSI 31*011 216* MS mi]\m &XISPI ?I6H a All 311 3 H£ fco|ga p XI ^ ^£H^Q|£ 

^Si^ i£^^M(digital transmission contents protection protocol)^ D\¥ ^^OlCf. 

m, ^J\m £J3 j\j\^¥Ei j\j\m e&i^ a^ o.=?it ?pife ^^§ho^ at 

XlSfa 52 01 "copy-free 'PI- 0fL|£f XI ^ M^I LHg°l S^OH^f 01 e&i 

£^2| r^^^JM asm £11 A r g6h0=1 &£5f6Hl OP I Oil ^(Encryption Mode Indicator 

:EMD* SieJ ^ IEEE 139421- yg P XI B eiPIHIOI^S SeHAH 4!3 3P|£ a*SP(EPII®). 33 
2, «a ^Pl^ 4=£!EI£r 51!^ ^^^!£| XHSfS §SI S3 01 "copy-f ree" J\ 0\\A S¥0||fe 

01 eSl^ ^^HOI aSsFEICH ZJLtz 5!°^Ai ^XH^^ ¥§(useless)§|- BBB[H J\J\ 

^ ^^e!S(authentication)S fi^&P-OSI®) . ^3 ^PI^^P ^PIS ^°Ji2?^ SsH 

XI ^, ^j3 J\J\2} J\J\±z ±^2\ MS ^Xi SSSM(0|l€H CH , 5C 0TCP)0| §6fb 3hS Oil 

drdi-AH ^meienrse hbq. ^s.2im^o\ ^ga r ^ ^jb ^pi ai-oioii eta^ pxi 

i amxHye ^^api &s./m^B\m ahs isawofli®), ^chs ^seieuFSoi ^hhsfs 
4:2^ ^pi^ ^3 ^pp^ timm ^ ^pi^ ^ey^ ^^^jhj tetia. m ah 

9SXHU0I S^^l 01 aSxHye §611 AH D\D\2[ £3 2P|{= ^&]^ ^M^IM ^2^^ 

P. 

0|£F ^aH2J ^!#0|| 9\m MS ^Xil ^X| ^^S^OIIAH^ ^3 J\J\J[ ^^£1^ ^M^jSI 

§fi§ ^^|5f0=l 0| "copy-f ree 'PI- 0[U 3^011^ 0| ^^H0| as^£|CH 

sh^ah ^xh^^ ^hBai-3 ^pi^ ^seies fi^pa^i SCH £IP. 01 Oil di-P 

AH, MS ^^£1^ ^M^jS] XH^r^l "copy-f ree 'PI- 01-H 3^011 ^seieUr 

xxixi e>2 ssas ^^^s sH^shan ai£6^ ^^oii^ ms ^xii ^pioimi m^m 

J\\ SDK Oilmen, ^3 ^PKMS ^Xll JPIPr 4-^3^ ^M^'M ^^5PI°i ST S 4r 

^Pl^ CH CCH &- a]S£ SLHXi ST3II £|^, ^Pl^ ^2!^ ^§g S ai B ^p|^ ^[^8 r 01 a 

^6^1 SCf. ZiaiS, ^3 ^PKMS *W\ ^PDOIIAHfe SSSS Al-Oim ^^^(ciphertext)« xH^¥P 
mvtXl ^Aim ^9iC[D\ US Oil AIZ1S ^rXI2 y^ffl/H CH^(attack)S AISuHAH MS ^Xilt! ^ 
SSISOI SIHCK 



W'cioi oimjixm^ Jim*! mm 

¥ ^S0| 0l¥2Xh 6fe ^i^^ IMi;= ^^^1" ^X)ISM 5H^SPI ^16^01 MS ^Xil^¥Ei S12j 

aoi ^ Qx\m e!Ennioi^« mnm ^Pia ^3 ^pi ai-oioii ah aasoii ^chah ± 

SS| MS ^Xil » XI CCr^XI ^3 ^P|H| MS ^Xll A|£M ¥^»AIS1 ^ MS 

Mxii s-xis p xii ei a hi 01^: xii^sfeQi aip. 



^>PI ^l^^j HrX-ilg g^sPI ^|5M e XIM^AI Oil Oil SJej- MS ^Xll ^XIS ¥IS1 P XI ^ &JEI 

KilOi^ ^S^ ^OJ^^I 4:^^ ^E h °j P XI ^ ^PK^S^: ^Pl)£h ^J3 ^g-H| P XI M ^P1(^J3 D\ 
C\X\m 2JE1it||0|^^ ?1H, £PI ±2.^ J\D\^ ^eil^Sl Q.^J[ ^<M£I^ S 

¥2j P XI ^ eiEHBIOI^: ^SOII 9X0] AH , (a) ^Ol D\D\D[ R=?m QB 4PI e&i^°l Xj^l 

5! §S1 ZEA|-6r^ EPII, (b) &P| &fll(a)°l ^A^ ^Br ^,P| XH^^I XF^^OI ^XiPJ- J[^m 

Qt= LHgOl 0^ 3¥0|| f ^^| ^Si^°l ^^^i S gfmirSfe (c) ^>P| B^i(b)°| ^IfS e 

^M^IOil ^P| Xi^5! §Mf ¥^roK>| e^| ^ (d) ^>P| &^l(c)°3 eSi^ ^M^j 2^ 

AiS¥EH ^§H| AlZi-OI 3^6 r £^ ^,P| ^3 ^Pi^¥P 4:^^ 3>PI^ &m.21^S.^J[ ^<M£JX| 

S¥oii &j\ ^s^oiiah &j\ ^si^si s^ei-^ 5ie ^§ shp. 

Ah^i ^i^aj n^iis e^api ^i6 r oi s *asi si2^ai oii cni 21 e ms ^hi n-xia pxia qieh 

Ell 01^ ^S^ ^^1^2| 4:2^ ^^2| P XII ^PK^S^: ^Pl)2f ^3 ^&2| P X\M ^PK^JB J\ 
J\)J\ P XII eiE-iiEIIOI^:^ ^ SSI OH 213, ^Pl D\D\^ ££D\ ^&]^2| 2^ 4^^J£I^ S 

^2i P X!H oiEHBIOI^: ^SOi! ^OiAH, (a) £PI 4:2^ ^PPr S^M ^,P| ^^i^2j XI ^ 

51 SMS ^Al-afe E^l, (b) &P| 33||(a)2| 5A r Sir &PI XH^^i Xr^^Oi ^XiPh ^^6 r 

P^ LHgOi OFH S^Oil, ^ey^2| AEgf efll. (c) &31(b)2| s-miFS ^ 
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ey^ ^^^joii &j\ x-i^^i §a§ ^-imw s*sfc (d) 401 931(0)21 e&i^ ^m^ 1 

A|§¥P £S2J A\?}0\ ^Htm^m £PI £JB D\D\^B\ £PI J\J\^ 4^3X| 

8* h *= 3^011 £P! ^S^OIiAH £PI ^3 2PIS. #SS!Sfi?» 3^5^ 331 <M (e) £PI 33l(c)2| 

^meiefi^ £^ ais^eh ^§21 ai^oi sis^^ jpi^¥ei £Pi d\d\s. &d\ 

^seisfi^poii #ssfe sa^f 4^3x1 8>*= g*?oii £Pi ^s^oiiah &d\ =21*21 seate 

^pi :>i^*i aai asapi ?i mo\ s as 21 hi3*{ai cmi chi 21s is ^si ^xis we ci x\m 21 e\ 
mo\± ci xi a j\j\(±2.± j\j\)z\ ^jb «tr2i pxn ^pk^b 31 

31 PI- CI Xi a eiEHIHiOl^^ S3£|CH £PI ^S^: 2PIS £PI ^S!^2| fi^f 4^31= 3 

^2| P XII 81 H HI 01;*: gJSOil SiOUH, (a) £PI 3PPI- 2^ fi^M £PI e£!^2| XI ^ 

51 §MI SAWte 331, (b) £PI 33i(a)2j SA> 3HI- £PI XHSfa X^^OI ^XiPf 3^61- 

cfe msoi o^y g^oii, £Pi ^si^hi 3i(key)^ aigate 331, (c) ^pi 

33l(b)2| SS»a e&l^ ^ id Oil 6PI X|SrS! SSI ^D[B[0\ ££6 r fe: S! (d) 6PI 3511(c) 
21 eg]^ ^§1 A|§¥E1 £§21 Aj^OI git EH0m £PI £32] 3l(key)g S3A|3|^ 

■ s»6i-^ ^s^^ ma. 

0\o[ §¥S ESI S2oK)l ^ gJS2| HhBSiff #JA| OjiOII Q\o[0\ & Ail 6 1 S3 8HQXI- SO. 

£ 3^ S BtSOl IEEE 1394 Ul^ ^££21 U MAI Oil S AH, El XII TV(300), 

4!!S^(310), CI XI § TV (300) ^ CI X|g ^ie^^(310)0|| ^11 HM(320, 330)^ ^asm, 

CI XI a TV(300)2J- QX\m «!B^(310)te IEEE 1394 tH^&Oil 33£|0| 21201, C\X\M TV(300)2f C| XI 

m »»sh£:(3io)te &m. ieee 1394 ci xi§ eiEifflioi^oii 2\b\o\ e£]*2j ^aech 

W^IOIIAI CI XI ^ 4fi»^(310)^|- ±2.^ D\D\D[ £101, CiXIl TV(300)^^ J\D\J[ EQ. 

nans, ^pxii^o^ ^ ^goii 2\m ^xii ^xie 9\m ci xi g eiEisiioi^ £ 4~£ 6e 
e 4^ s ttg£i x-in^Ai on on °isi- s-xip ci xi a oiEimioi^ ^^mm eai 

E[ 310ICK OIM U¥CH ^S8^ Ci§3i ^CK 

5! B5II0II/H. AhgXF^^ ^iB ^Piei C| XI a TV(300)^I B-iS^ d\M SJ^^OI ^P|6! C| XI S 

«!S^^(3io)oii s.=?m &&ma. 

¥ y^H e^ioiiAi , ci xi a ^e^rM3io)£r £.^m xi^^i §ai ^afo^ oi §s 

5F "copy-free" J\ 0[\d SM(320)0|| £|6^ ^M^II ^lli 

61-01 CI XI a £JEi jHI0|^8 ^0|| IEEE 1394 bH^^ 0|g6|-O1 ^IB ^P|o] C| XI § TV(300)^ B^m 

Q. 01 gj-^ 31011 CHBHAH^ ea^i MS ^Xll ^Xl ^^MM0||£ ^*U*jo^ S30I Si°U, S 

2|2| £Hij «jm(random number)fi W4SAIS At8> 4 SIP. 

All 3fl|0||/H, 4:2^ ^PI2J CI XI a 3ie^":M310)i= ^§1^ 2^5PI Al^el 0|^¥6i 

AIZIM Xll35K>l 4:§2| AlZtOi 3Hf6[E^ ^JB ^Pi°J CI XI a TV(300)^¥E| ™?im #m 
21^Q=?Jt 4=^3X1 S¥0ll^ £IB ^PPF MS ^XilM Aj£6fe 52^ & 361-01 ^Sl* ^^^j 

S^S ee&P. CM ^1 CHI AH ^§2] AlZJ-s ^jB ^Piei CI XI a TV(300)0||AH 4^£fe ^M^M 
M^6KW "copy-free" 01¥S &eam ^meiSS fi^api ^Ie[ AlZhOII DrSlM AlZfo 

chi ah M^m m\ma\ otioii 2ith ms ^xii ^xis ^it[ ci xi a eiPiaioi^ sas ^ppf e&i 

^ ^^^JI ^ ^§2| Aiei-01 SH^o^^ ^jB 5PI^¥Ei £m ^<M£IXI Srfe 3? 

Oil ^S^: ^PPI- eei^ ^^^2i ^SS AFSSI-aP-. 01 9BS ZJ-Ei-aPlhr SrXISt 

^b ^pp r oi El mmm 01^^ eiai-oi 01 ^§21 ai^s^oii m&m 4= aa@ s^oii^ ms ^xiis 
^^01 omagoiiE e@i^2i &m ^ &soi aicK 

01 a e 9§§ ss9 aaoi » ^^21 xii2^ai chi chi 21^ ms ^xii ci xia eiaraoi^: 

aaoicM. Esoii 01 chi chb *.^mm sAisi-aa. oi« e»is uvoi as si- a osa aa. 

» &!^H e^lOIIAH, M&JM ^JB ^PI2i CI XI a TV(300)2J ^|He ^J^ShOI 4:2^ 3PI2J PXIB 
^!M^^(310)0|| 2^ S^S 2^^P. 

¥ &1^H 3^11 Oil AH , C| XI a 3!M^(310)fer S^S eiH^2j Xi^^l §S1 ^A^orOI 01 §2 

"copy-free" 31- 0}-3 ^§2| 5M&°^ (320) 0|| 2|6|-01 e&l^ ^§^1 ^^SF 

6 r oi ci xi a eiHiHioj^e Tim mow ieee 1394 oig6 r ai ^jb ^pibi ci xi a tv(3oo)^ 
a. 

Ail «j«H 351I0IIAH, JPI°J PXig ^iM^[^(310)^ ^§15 ^M^IS 2^6PI AI^B 0|^¥EH 

3r^H AI^S XllBSrOI AIZI0I ^H!-6h£^ £JB ^PI3 CI XI a TV(300)^¥P ^S^ 

0112?^ 4^^£IX| S^OII^ XHM^AI Oil CHI AH £h ^01 ^&1^2| ^3APIX| P XI B 

«a^(310)0||/H £!B 2PI8! PXI§ TV(300)^ ^!&Jg2?i 2^Cf. OI^IOilAH, J\J\o\ 
QX\m «!S^ h ^(310)^ 3IStS ^^6^01 MS ^XilOli 11^25 CHxHg 4- a^W, S&H^ PXI 

i ^ie^^(3io)oii 2ia- olefins mq ip2^ 6Pi ^isi-oi eiffi^i susi^ hh^oii ei 

^(urgent) S^IM ¥^r& 4 2iP. 

lhi 3^11 oil ah, ^s^: ^pi3 ci xi a 3ie^(3io)^ ^leiefi^i oi#^ ai^m mibskm ^jb 

^PP^ S&S 4- Si^ ^§2J AlZi-OI S5 r 6hSE^ ^jB ^PI3 C| XI a TV(300)^¥EH ^Saj- 

g&oi ecHsxi s^oii^ ci xi § ^ie^^(3io)^ tenicK 
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CfS2£ $\2\ Xil1,2*JA| 0|| Oil ldlSI-01 &B» aSB *||3*JA| OIIS £ m SSSKM 4SS6PIS &CL 
0|g U¥Oi ^gofS Cf§l ap. 

Si £!HH B^IOilA), AI-SXPI- £!B JPI2J PXIS TV(300)2j E|Hg 5>|g 2J^6|-01 2PIB P XI a 

S!S^(310)0II ^21^ S^M S^&P. 

^ SAH B3I0IIAH, P XI a 3!M^(310)fe Q-^m g*S e&!^2| flSfa SAhoKM 01 §M 

J\ " copy-free 'Pf 01-B 3^ ^§HJ &s 2tm.sJt HM(320)0|| ^J6hCN ^§1^ ^M^g g*S» 

oi p x\m £i£\mo\±m >i^i ^oii ieee 1394 a-i^s oisa^oi jpib p x\m tvooo)s 
p. 

All BD\\(3\\M, JPI2J Ci XI ii 4SSS,^(310)te S^aPi AlSfSUl UAH, £J 

3 jpib p xih tv(300)^¥e-i ^ejefi^i- ^tim cchwxi ^§2] aiboi gag- cch ohch gj-ma s 

SSI °m B\m SSiCK 0| as 3! ^Jte i§S SAP. 



bJ 1T0(, S ahgQii oj§^ -an ^Xil^¥E-i SSfi ^fi^OI SA^zr P XII 2JEHIEII0I 

r^ff gsH ^'3 J\J\ AhOI Oil AH £J^r£te 3^0|| £JB 2PPI- MS aXI H^SgOl! 

TtEi mm AieioiLHoii &£L°imB.=?m ^mxi ^22 ^21^21 2^ jpioiiah ^jb 3pi 

s°i um.vimsL=?, se^ eg §§ dJtys°sw, is ^xii aism ¥^sais ^ si^ iot 

MCf. 



w=?m 1 

e@j^2j p xia ^pk^s^ jpi)£[ ^3 ^ti-si p xia D\j\(&B. qxia 21 

aiaioi^s ^ oh sin, £pi ^pis £Pi ^ei^ 2^ s^i- 4>£j£ife s^°i pxia si 

9iai0|>: as Oil SUCH AH , 

(a) £Pi jppi- s.=?m a^ esi^°i x-i^a §ai ^ate e^i; 

(b) £PI BJI(a)2| £A|- 33 £P| S^a §W[ WSSOI 4*flP|- Jtea^te LHgOi Ohd 3^0||, ^ 

(c) B^I(b)H) ^^Oli 6f^| XH^a ¥^^KM Si^afe B3II ; U 

(d) £P| B3)l(c)H| e@J^ ^S^l 2^ Alg^EI AI^OI SHI-a^^ 4^1 ^3 ^PIS¥P ^^1 

^s^: ^pis ^ssisfi?^ 4=^3X1 arfe s^oii ^pi ^^^oiiah ^>pi esi^Hi e&atb 
B3is &mm$= 5i afe ms ^xii axis ^1^ pxih 2Jehieiioi^ as. 

2 

^eii^oj <=»m^ p xii ^pk^s^i 3Pi)£i- ^3 ^^^i pxi^ ^pi(^3 ^pd^i- p xi^ ei 

EIIBIOI^:^ £^£|CH 91H, &D\ D\J\^ £PI ^&!^2| 2^ S^^h ^<M£|^ g°oj px|a 01 

aaoi^ asoii ^oiah, 

(a) ^pi ^ppi- &=?m a° &pi ^&is2j xH^a gat ^Ai-afe bsi; 

(b) £PI B3||(a)S| ^Ah ^,P| XI »SS0I ^XiPh ;^6fCfb LHgOl 0I-B 3^011. it 

j\ e&1^2| ^^^jM ^iifSfe b^II; 

(c) £Pi B^ll(b)2| ^m^E! ^e^jo|[ Ah^| ji™^ §SS ¥^h5^0j 2^afe B3II; 

(d) ^>PI B^l(c)£| e&l^ 3^ A|S¥P ^^H| AieiOl S^mSE^ ^Pl ^JB ^PI^¥P ^P| 
4:2^ ^PIS ^<^£|X| S^Oil ^S^OIIAH ^P| ^13 3 PIS yi&JgS^i 

s^afe bsi; s 

(e) 4PI B3l(c)B| ^s&JS52^P 2^ A|g¥EH ^§2| AlZtOI 3^5^^ ^P| £!B J\D\m¥& &D\ 

£Pi ^meiea^oii ^eai-^ ^<M£ixi s>i= a^oii ^>pi ^s^oiiah 
*si §&afe bsis state 5ie ^§21 ate is axis ¥i^ pxia eiaaioi^ 
as. 

m=?m 3 

BI290II 2ACHAH, ^>P| B^ll(d) 0|^ Oil &D\ D\J\0\\M S^2| 3|g ^SAPte B3II 

m p sssi ^§2^ ms ^xii axiM qxia bqibioi^ as. 

»I290|| 2A01AH, fePI B^1l(d)0IIAH fePI D\J\D[ ^lejifi^l CCH £J3 ^ti SAiate 

a|^oai^ ¥^^hah i^im ^'2? ate ms ^xii axis pxia eiPiaioi^ as. 

^Eij^oj «*^o| q xi a ^pk^s^: ^b <*t^2i q xi a ^pk^jb ^pd^^ pxia 21 

psiioi^s ^ oh sin, £pi ^pis &pi e§i^2i 2^ a^p^h ^<^g^ 3^23 pxia 21 
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Eiiaioi^ a a oil sioi/d, 



(b) B3U(a)2i sai- as £>oi §a:f nssoi **»pi- ^fesmt msoi on=! g^oii, a 



(c) #31 33l(b)2| SSSS = ^ea 



(d) 33l(c)2j 3E^x ae^ AIS¥Ei 4:§£| A|Z_K)| Sit GLH Oh Ch £M ^1 (key)i 

^SA|3|fe 3^16 S»Sfe 5!i ^S££ Sfe MS ^Xil PXIH fiJEUBIOI^ 



S8M 



-130 
*g ] 120 



7|S 



-110 
-100 



7|7| 



#2 7{7| 



gei<H eg* 


W (EMI 28) 






Sejoi 


(3>g*/«i«*?i 









SH|oi qf±H 5»f* 



310 



300 



STB 


330 
/ 




320 


DTV 








1EEE 1394 *\± 


















2i 










t, 
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20 (54) Digital Interface Method for Preventing Illegal Copy 



[Abstract] 

25 The present invention relates to a digital interface method, more specifically to a digital 

interface method for preventing illegal copy when an illegal copy attempt is made without 
following the valid protocol process for copyright protection, with the provision that a source 
apparatus and a sink apparatus are connected through a digital interface. 

30 According to the present invention, when a content to be protected from illegal copy is 

being transmitted between the source and sink devices through the digital interface, unless the sink 
device transmits a mutual authentication request within a predetermined period of time under illegal 
copy prevention protocol, the content transmission is discontinued, or the mutual authentication 
request is made from the source device to the sink device, or the password is changed, thereby 

35 baffling any illegal copy attempt. 

Representative Figure: Fig. 4 
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Specification 

Brief Description of Drawings 

5 Fig. 1 shows an IEEE 1394 protocol stack. 

Fig. 2 shows a basic structure of a digital transmission content protection protocol to prevent illegal 
copy according to related art. 

Fig. 3 is a configuration diagram of an IEEE 1394 network according to one embodiment for 
implementing the present invention. 
10 Fig. 4 shows a protocol structure to explain a digital interface method for preventing illegal copy 
according to a first embodiment of the present invention. 

Fig. 5 shows a protocol structure to explain a digital interface method for preventing illegal copy 
according to a second embodiment of the present invention. 

Fig. 6 shows a protocol structure to explain a digital interface method for preventing illegal copy 
15 according to a third embodiment of the present invention. 



Detailed Description of the Invention 
Objective (s) of the Invention 

20 

Technical Field of the Invention and Related art 



The present invention relates to a digital interface method, more specifically to a digital interface 
method for preventing illegal copy when an illegal copy attempt is made without following the 
25 valid protocol process for copyright protection, with the provision that a source apparatus and a sink 
apparatus are connected through a digital interface. 



Recently, there have come forth a variety of digital devices such as digital TVs, digital VCRs, 
digital setup boxes, etc., and an IEEE 1394 network is now drawing a lot of attention as it enables 

30 interface communications between these digital devices. 

Fig. 1 shows an IEEE 1394 protocol stack, and a general protocol stack adopted to all devices that 
use a 1394 communication function includes a physical layer (100) as a lowermost layer, a link 
layer (110), a transaction layer (120) and a serial bus management (130) as an uppermost layer. 
The physical layer (100) receives a bit stream from the link layer (1 10) at the time of transmission, 

35 encodes and converts it into an electric signal after acquiring an access of the serial bus, and 
transmits data over an external bus. The opposite procedure takes place at the time of receiving. 
The link layer (110) handles data in packet unit and has functions of packet composition and 
decomposition, error detection and bus cycle management. In general, the physical layer (100) 
and the link layer (110) consist of chipsets. The transaction layer (120) provides transactions such 

40 as data read/write/lock and perform asynchronous communications with other devices (or nodes) 
that are placed on the 1394 bus using the service provided by a lower layer. The serial bus 
management (130) has several of built-in data structures such as configuration ROM, CSR (Control 
and Status Register), etc., and is in charge of power management and management of the uppermost 
layer such as connection structure/speed map, etc., of the entire system connected on the bus. The 

45 transaction layer (120) and the serial bus management layer (130) are written by software and are 
implemented by being built in a microprocessor of each device. 



When a source device and a sink device are connected through such an IEEE 1394 digital interface 
and if a content being delivered between them requires copyright protection, the source and sink 
50 devices undergo a mutual authentication procedure between each other to form a safe pass-through 
channel and deliver the content through the pass-through channel. 
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Fig. 2 is a related art basic structure of a digital transmission contents protection protocol that is 
being discussed worldwide to prevent illegal copy. 

5 That is, when a content transmission request is delivered from the sink device to the source device 
at early phase, the source device looks at encryption mode indicator (EMI) to be transmitted and if 
the indicator is not "copy-free" but requires copyright protection, it encrypts the stream of the 
content with an encryption module and attaches thereto the EMI and transmits it to the sink device 
through a digital interface such as IEEE 1394 (step ©). Then, the sink device looks at the EMI of 

10 the received content stream and if the EMI is not "copy-free", meaning that the content stream is 
encrypted and useless at the moment, the sink device requires the source device of mutual 
authentication (step (D). If the mutual authentication request is sent from the sink device to the 
source device, the sink and source devices undergo a mutual authentication procedure following the 
procedure given by a predetermined illegal copy prevention protocol (e.g., 5C DTCP). When the 

15 mutual authentication procedure succeeds, the source and sink devices exchange an 
encryption/decoding key for forming a safe digital pass-through channel (step ®). On the 
contrary, if the mutual authentication procedure fails, the source device decides that the sink device 
is not a reliable device and stops transmission of the content stream. If the pass-through channel is 
formed, the source device and the sink device exchange the content stream through this pass- 

20 through channel. 

Therefore, in the illegal copy prevention protocol according to related art, the sink device analyzes 
EMI of a received content stream and if the EMI is not "copy-free", it regards that the content 
stream is encrypted and useless at the moment, so it requires the source device of mutual 

25 authentication. Accordingly, particularly when an illegal copy device attempts to decode an 
encrypted content stream without undergoing the mutual authentication procedure although EMI of 
a received content stream is not "copy-free", the related art protocol becomes vulnerable to that 
illegal copy device. For example, if the sink device (the illegal copy device) simply watches a 
content stream being received and does not send any signal to the source device, the source device 

30 continues transmission of the content stream. Then, the sink device (the illegal copy device) 
copies the ciphertext to the end from the beginning and repeatedly attacks it later, even if it takes 
some time, and succeeds in the illegal copy after all. 

Technical Task to be Achieved by the Invention 

35 

To solve the above described problems, an object of the present invention is to provide a digital 
interface method for preventing illegal copy to baffle any attempt of illegal copy of a sink device 
that does not follow a predetermined illegal copy prevention protocol, when a content to be 
protected from the illegal copy is delivered between a source device and the sink device through a 
40 digital interface. 

Construction and Operation of the Invention 

To achieve the above described objects, according to a digital interface method for preventing 
45 illegal copy according to a first embodiment of the present invention, in a digital device (source 
device) functioning as a source of a content and in a digital device (sink device) functioning as a 
sink being connected to each other with a digital interface, a digital interface method in case a 
transmission request of the content is sent to the source device includes the steps of: (a) the source 
device examining Encryption Mode Indicator (EMI) of the content being requested to transmit; (b) 
50 if the EMI is not copy-free according to the examination result in the step (a), encrypting a stream 
of the content; (c) adding the EMI to the encrypted content stream in the step (b) and transmitting; 
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and (d) if a mutual authentication request is not received from the sink device to the source 
device until a predetermined amount of time from the start point of the content stream transmission 
in the step (c) has lapsed, the source device stopping transmission of the content. 

5 To achieve the above described objects, according to a digital interface method for preventing 
illegal copy according to a second embodiment of the present invention, in a digital device (source 
device) functioning as a source of a content and in a digital device (sink device) functioning as a 
sink being connected to each other with a digital interface, a digital interface method in case a 
transmission request of the content is sent to the source device includes the steps of: (a) the source 
10 device examining Encryption Mode Indicator (EMI) of the content being requested to transmit; (b) 
if the EMI is not copy-free according to the examination result in the step (a), encrypting a stream 
of the content; (c) adding the EMI to the encrypted content stream in the step (b) and transmitting; 

(d) if a mutual authentication request is not received from the sink device to the source device until 
a predetermined amount of time from the start point of the content stream transmission in the step 

15 (c) has lapsed, the source device transmitting a mutual authentication request to the sink device; and 

(e) if information that corresponds to the mutual authentication request from the sink device to the 
source device is not received until a predetermined amount of time from the start point of the 
mutual authentication request transmission in the step (c) has lapsed, the source device stopping 
transmission of the content. 

20 

To achieve the above described objects, according to a digital interface method for preventing 
illegal copy according to a third embodiment of the present invention, in a digital device (source 
device) functioning as a source of a content and in a digital device (sink device) functioning as a 
sink being connected to each other with a digital interface, a digital interface method in case a 

25 transmission request of the content is sent to the source device includes the steps of: (a) the source 
device examining Encryption Mode Indicator (EMI) of the content being requested to transmit; (b) 
if the EMI is not copy-free according to the examination result in the step (a), encrypting a stream 
of the content with a predetermined key; (c) adding the EMI to the encrypted content stream in the 
step (b) and transmitting; and (d) changing the predetermined key whenever a predetermined 

30 amount of time elapses from the start point of the content stream transmission in the step (c). 

Hereinafter, preferred embodiments of the present invention will be explained in detail with 
reference to accompanying drawings. 

35 Fig. 3 shows one embodiment of the configuration of an IEEE 1394 network for implementing the 
present invention, which includes a digital TV (300), a set-top box (310), and encryption modules 
(320, 330) included in the digital TV (300) and the digital set-top box (310). The digital TV (300) 
and the digital set-top box (310) are connected over the IEEE 1394 bus, and the digital TV (300) 
and the digital set-top box (310) execute transmission and receiving contents through a mutual 

40 IEEE 1394 digital interface. 

Here, the digital set-top box (310) becomes a source device, and the digital TV (300) becomes a 
sink device. 

45 Next, a digital interface method for preventing illegal copy according to the present invention is 
explained in more details with reference to Fig. 4 through Fig. 6. 

Fig. 4 shows a protocol based on a digital interface method for preventing illegal copy according to 
a first embodiment of the present invention. It will now be explained stepwisely as follows. 

50 

In the first step, a user inputs a remote control key of the digital TV (300), the sink device, to 
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transmit a content transmission request to the digital set-top box (310), the source device. 

In the second step, the digital set-top box (3 1 0) exams EMI of a requested content and if the EMI is 
not "copy-free", it encrypts a content stream by the encryption module (320) with a predetermined 
5 password key value and lets it go through a digital interface, to transmit to the digital TV (300) via 
the IEEE 1394 bus. Although this predetermined password key has not been mentioned in the 
related art illegal copy prevention protocol, an arbitrary random number may be generated for use. 

In the third step, the digital set-top box (310), the source device, counts or checks time from the 
10 start of transmission of the content stream and if no legal mutual authentication request is received 
from the digital TV (300), the sink device, until a predetermined amount of time has lapsed, it 
decides that the sink device is attempting the illegal copy so it stops the transmission of the content 
stream. Here, the predetermined amount of time corresponds to time required for requesting 
mutual authentication after the source device analyzes the received content stream from the digital 
15 TV (300), the sink device, and decides whether it is "copy-free", plus a certain margin. 

The digital interface method for preventing illegal copy according to the first embodiment of the 
present invention allows the source device to stop the transmission of a content stream in case that 
no mutual authentication request is received from the sink device after a lapse of a predetermined 
20 amount of time from the start of transmission of the content stream from the source device. 
Although this method is simple, it has a shortcoming in that a sink device may not be able to 
receive a desired content when the sink device failed to respond within the predetermined amount 
of time for a certain reason even if it has no intention of the illegal copy. 

25 A digital interface method for preventing illegal copy according to a second embodiment of the 
present invention is a method for completing such a shortcoming, and its protocol is shown in Fig. 5. 
It will now be explained stepwisely as follows. 

In the first step, a user inputs a remote control key of the digital TV (300), the sink device, to 
30 transmit a content transmission request to the digital set-top box (3 1 0), the source device. 

In the second step, the digital set-top box (310) exams EMI of a requested content and if the EMI is 
not "copy-free", it encrypts a content stream by the encryption module (320) with a predetermined 
password key value and lets it go through a digital interface, to transmit to the digital TV (300) via 
35 the IEEE 1394 bus. 

In the third step, the digital set-top box (310), the source device, counts or checks time from the 
start of transmission of the content stream and if no legal mutual authentication request is received 
from the digital TV (300) until a predetermined amount of time has lapsed, instead of stopping 
40 transmission of a content as in the first embodiment, the digital set-top box (310) transmits a mutual 
authentication request to the digital TV (300), the sink device. Here, the digital set-top box (310), 
the source device, may change an encryption key value to efficiently handle the illegal copy, or may 
add an urgent mark to a packet conveying the authentication request to more efficiently make the 
mutual authentication request. 

45 

In the fourth step, the digital set-top box (310), the source device, checks time elapsed from its 
making the mutual authentication request, and if no legal response is received from the digital TV 
(300), the sink device, until a predetermined amount of time given to the sink device to be able to 
respond normally has lapsed, it stops transmission of the content stream. 

50 

Next, a third embodiment which is a relatively simple method, compared to the above first and 
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second embodiments, will now be explained with reference to Fig. 6. It will now be explained 
stepwisely as follows. 

In the first step, a user inputs a remote control key of the digital TV (300), the sink device, to 
5 transmit a content transmission request to the digital set-top box (310), the source device. 

In the second step, the digital set-top box (310) exams EMI of a requested content and if the EMI is 
not "copy-free", it encrypts a content stream by the encryption module (320) with a predetermined 
password key value and lets it go through a digital interface, to transmit to the digital TV (300) via 
10 the IEEE 1394 bus. 

In the third step, the digital set-top box (310), the source device, starts transmitting the content 
stream and then changes a password key of the encryption module whenever a predetermined 
amount of time elapses until a mutual authentication request is received from the digital TV (300), 
15 the sink device. This password key change cycle may be fixed or variable. 

Effects of the Invention 

As has been described above, according to the present invention, when a content to be protected 
20 from illegal copy is being transmitted between the source and sink devices through the digital 
interface, unless the sink device transmits a mutual authentication request within a predetermined 
period of time under illegal copy prevention protocol, the content transmission is discontinued, or 
the mutual authentication request is made from the source device to the sink device, or the password 
is changed, thereby baffling any illegal copy attempt. 

25 

(57) What is claimed is: 

1. In a digital device (source device) functioning as a source of a content and in a digital 
30 device (sink device) functioning as a sink being connected to each other with a digital interface, a 

digital interface method in case a transmission request of the content is sent to the source device 
comprising the steps of: 

(a) the source device examining Encryption Mode Indicator (EMI) of the content being requested to 
transmit; 

35 (b) if the EMI is not copy-free according to the examination result in the step (a), encrypting a 
stream of the content; 

(c) adding the EMI to the encrypted content stream in the step (b) and transmitting; and 

(d) if a mutual authentication request is not received from the sink device to the source device until 
a predetermined amount of time from the start point of the content stream transmission in the step 

40 (c) has lapsed, the source device stopping transmission of the content. 

2. In a digital device (source device) functioning as a source of a content and in a digital 
device (sink device) functioning as a sink being connected to each other with a digital interface, a 
digital interface method in case a transmission request of the content is sent to the source device 

45 comprising the steps of: 

(a) the source device examining Encryption Mode Indicator (EMI) of the content being requested to 
transmit; 

(b) if the EMI is not copy-free according to the examination result in the step (a), encrypting a 
stream of the content; 

50 (c) adding the EMI to the encrypted content stream in the step (b) and transmitting; 

(d) if a mutual authentication request is not received from the sink device to the source device until 
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a predetermined amount of time from the start point of the content stream transmission in the 
step (c) has lapsed, the source device transmitting a mutual authentication request to the sink 
device; and 

(e) if information that corresponds to the mutual authentication request from the sink device to the 
5 source device is not received until a predetermined amount of time from the start point of the 
mutual authentication request transmission in the step (c) has lapsed, the source device stopping 
transmission of the content. 

3. The method of claim 2, further comprising, after the step of (d), the step of: 
10 the source device changing a password key of an encryption module. 

4. The method of claim 2, wherein when the source device transmits the mutual 
authentication request, it adds an identification mark for displaying an urgent situation to the 
request to be sent. 

15 

5. In a digital device (source device) functioning as a source of a content and in a digital 
device (sink device) functioning as a sink being connected to each other with a digital interface, a 
digital interface method in case a transmission request of the content is sent to the source device 
comprising the steps of: 

20 (a) the source device examining Encryption Mode Indicator (EMI) of the content being requested to 
transmit; 

(b) if the EMI is not copy-free according to the examination result in the step (a), encrypting a 
stream of the content with a predetermined key; 

(c) adding the EMI to the encrypted content stream in the step (b) and transmitting; and 

25 (d) changing the predetermined key whenever a predetermined amount of time elapses from the 
start point of the content stream transmission in the step (c). 
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Description of Drawings 
Fig.l 

HSHSj-^ A # 120: Transaction layer 120 
5 13 A\m 110: Link layer 110 

n% 100: Physical layer 100 

Fig. 2 

^3.±. 7 1 7 1 . Source device 
10 £1 3. 7|7| : Sink device 

^EjjH .2.^: Content transmission request 

#a| Ol ^-H!^: Clear text content 

© £j-_§_2 r S 51!!^ ^^-H (EMI S.'U): Encrypted content stream (including EMI) 
(D -y-^^lS -2.T 1 : Mutual authentication request 
15 ® ck^-/^^y\ i£#: Exchange password/decoding key 
© -E-S!^. Encrypted content stream 

Fig. 3 

#a|Oj H|^H: Clear text 
20 gJ-SLSl- _E.|t 330: Encryption module 
IEEE 1394 Ui^: IEEE 1394 bus 
#S.2\- _2.lt 320: Encryption module 
?|:Key 

25 Fig. 4 

rtS.^: 7 1 7 1 : Source device 
Q3. 7|7| : Sink device 

t?-!!!— S# Sn 1 : Content transmission request 
#£|CH i!j^:J= g-t!!^: Clear text content 
30 gj-Jl-ir- (^.^^ §M i£.li"): Encryption content (including EMI) 

Ef-£J Ohg- -> 3^ H E.h Time-out -> Stop transmission 

Fig. 5 

3iE2.±i 7 1 7 1 : Source device 
35 £.3 7|7| : Sink device 

5^0— 3# S.-P-: Content transmission request 
M 2-1 5 H! ^ : Clear text content 

£J-5--§r 510^. (^i^S Jtlj-): Encryption content (including EMI) 

E r£i Or$ (l)-> gj-Sl 7| 7|-^ : Time-out (1) -> Password key change function 

40 E|-°j ohg- (2)-> S# #Eh Time-out -> Stop transmission 



Fig. 6 

7 1 7 1 : Source device 
45 -£JH 7|7| : Sink device 

■g-EjjH S-n 1 : Content transmission request 

#a|Oi Edj^H ^10^: Clear text content 

□^-nr -E-l!!* (^H^l^ Slh): Encryption content (including EMI) 

gJ-S^r fif s l 7|# A|^J-a|-c^ Hjg : change password key of encryption 

50 module at every predetermined time 
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